LEADRS AZ Decisions/Schematics

This document contains some assumptions and design decisions that need to be made about the offline system:
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What is the Offline System?

The offline system is essentially a Windows Application that will sit on top of a locally distributed SQL Server Express database.  This application will have the following functionality:

· Online/Offline Status – The application will know if it can connect to the LEADRS live system and if online will let a user connect to the live LEADRS interface from within the application (via embedded browser).


· Offline Case Wizard.  This is the core feature of the system.  An offline version of the case wizard will replicate the online system and allow an officer to collect data into a case file without being connected to the internet.


· Integration to Live System.  The offline system will have a button that will allow the officer to “PUSH” a case into the LIVE Leadrs database.  This process will automatically create a LEADRS XML case file and send it to the live system.  The live system will process the file and return a response to the officer.  At this point the officer will access LEADRS directly to either complete the case or print reports.

How will the Officer get the offline system?

Here is the process to setup the offline system on an end users machine:

· The officer must have a valid LEADRS account.

· The officer logs into LEADRS and downloads the installer for the offline system.  This installer file will contain all wizard code, database code and dropdown values for the offline system.

· The officer will run the installer to install the system on their local machine. 

· The officer will open the program and “CONFIGURE” the local version with the live system (must be online to do this).  This step will download and populate all drop-down lists and radio options with the lastest lists from the LIVE system.  NOTE – this step can be repeated at any time without re-installing the database.

· Officer can then begin creating cases.

Local Data Retention Policy

We propose that data is stored locally on the end users machine indefinitely, but once the case has been submitted to the live system it will be essentially locked and updates will not be allowed. 

A submitted case will be locked locally to ensure there is only one working copy of a case at any time.

How will the Officer get a case into the live system?

An officer can edit the local version of the case as often as they wish until they submit the case to the live system.

This live submission consist of the following actions performed by the officer:

· Officer Selects Case and hits “SEND CASE TO LEADRS”.

· Officer will be prompted for their Online ID and Password so they can be authenticated and the case can be routed correctly.

This will convert the case information in the local database into an XML document and automatically submit it to the LEADRS system.

The officer will receive a message stating whether the integration/synchronization was successful or not.

ASSUMPTION – At this time we are assuming the officer can press this button once per case and batch procession will not be required.  This means that the LIVE LEADRS system will only ever process 1 case per XML document.

Security Setup and Considerations.

The following security considerations have been taken into consideration:

· Local Offline system will have INDEPENDENT Security Model to the Online system.  When first installed, the user will be able to create local user accounts to access cases.  The same model will be used as in the online system to limit case access to individual officers.


· The OFFLINE System will have a feature that will allow an officer to download automatically the latest drop down lists without needing to reinstall the program.


· We are investigating the security of the local SQL Express Database and if possible it will be encrypted to avoid unauthorized Case access.  This is not an issue with the live system as no officer ever has physical access to the LIVE database servers.


· When a case is submitted to the LIVE system, the user is prompted for their username and password.  This allows the transaction to be realtime authenticated and we do not need to store locally any logins to the live LEADRS system.  This additionally allows us to not have to synchronize user accounts with the live system.

Other Assumptions/Questions

Q: Will the Officer be able to edit a case offline AFTER it has been sent to the live system...
A: NO.  The officer will only be able to edit a case until the point it is submitted to the live system. 

Q: Will the Officer be able to finish a case started offline using the online system?
A: YES.  By design once the case has been integrated with the live system it will behave just like any other case.

Q: Will the Officer be able to use a non-PC based device such as a handheld unit?

A: No.  The minimum requirements to use the offline system are going to be a Windows Based computer that supports the Distributed SQL Server Express database engine and the .NET 2.0 framework.


Q: Are there any license costs associated with the offline system?
A: NOT from a development standpoint.  We are using Microsoft database engine and Microsoft .NET for the code base.  There are no third party tools anticipated at this time...

(note, spell checker will not be available in the offline version for licensing reasons).


Q: Will the Officer be able to print any forms when in offline mode?

A: NO.  All forms are created from the LIVE database only and will not be available in the offline system at this time.

Q: Will the questions be the same in the offline system?

A: YES. The online system will be used as the basis for the offline questions and layout.  The offline and online systems will be very similar in appearance.

Q: What happens if the questions change in the live system?

A: This depends upon the change, but at this time the solution would be to download the latest version of the offline system that would reflect the online modifications.  We are investigating this question during development to put together the best solution.

Q: How large will the download be?  Can we put it on CD?

A: The download may be quite large (possibly greater than 100Mb) because we have to distribute all the drop down lists, questions, XML documents and a full copy of SQL Server Express with the full LEADRS Arizona database schema.  Yes, it could be transferred to CD or Memory Stick if necessary for distribution.

Q: Can the Officer Download information into the Offline System?

A: NO.  The Officer will need to start each case from scratch in the offline system, there is no LIVE to OFFLINE linkage in this design.

Q: Can more than one officer share the same installation of the Offline System?

A: Yes.  The offline system will allow multiple officers to all use the same local system.  Then a particular user submits their case to the live LEADRS system they will provide their live account info and this will provide the authentication to correctly route their cases to their online account.

